
If you would like to hear more 

Determine context
•  �Determine external 

influences [compliance,  
regulatory and legal]

• � Identify internal business 
objectives, policy, and 
critical business operations

• � Determine an appropriate 
security framework to 
measure current capability

Determine As  
Is and To Be
• � Threat identification and  

gap analysis / maturity 
assessment

• � Penetration test

• � Identify executive 
accountable for  
information security 

• � Security strategy and 
planning 

Set Strategy
•  Business case & justification

•  Determine success criteria 

•  Budget, phasing & timing 

    •  People 

    •  Processes 

    •  Technology 

• � Determine roles and 
responsibilities 

•  Determine meaningful KPIs

Operationalize  
and Monitor
• � Monitor and re-evaluate  

KPIs

• � Develop and oversee the 
annual work plan

•  Run the security forum 

• � Provide regular feedback on 
maturity, risk and the threat 
landscape tailored  
to relevant groups  
– Exec, risk management  
committees, IT teams 
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Virtual CISO 

What is a Virtual CISO?

The Virtual CISO role embeds senior security leadership 
into an organization and brings the security lens to the 
organizations vision. The role hits the ground running 
whether in a small to medium size business or in a  
large enterprise with existing security functions in  
place. As the role is that of an external advisor, an 
objective view is always presented.  

BSI have expert capability to supplement existing 
security teams in operationalizing the culture of security 
into the organizations Business as Usual operations and 
culture. At BSI, we believe the approach to making the 
security journey successful is to work collaboratively 
with existing teams, ensuring that security is balanced  
in a meaningful way to: 

•	 �facilitate delivery of business objectives

•	 �meeting compliance obligations 

•	 �enabling secure ways of working, without stifling 
innovation and rapid delivery 

What does the VCISO look like in practice?

The diagram on the right represents a sample end-to-end 
VCISO engagement leveraging the BSI model. 


