
The GDPR de�nes a ‘personal data breach’ as a breach of 

security leading to the accidental or unlawful destruction, 

loss, alteration, unauthorized disclosure of, or access to, 

personal data. The regulation enforces speci�c obligations on 

organizations to report a breach to the relevant supervisory 

authority within 72 hours of becoming aware of the breach. 

If the personal data breach represents a high risk to the data 

subject, the data subject must also be noti�ed without undue 

delay.

Therefore, an organization’s incident response programme 

should deliver the ability to quickly react to a data protection 

or security incident and limit the reputational, operational or 

regulatory damage it could cause. Not every incident is going 

to be the same and as such, incident responders must have 

the ability to react to different situations.




